Upute za provjeru autentiénosti digitalnog potpisa u PDF
datoteci

Za sigurnu provjeru autenti¢nosti digitalnog potpisa u PDF datoteci potrebno je napraviti dvije stvari:
1. Instalirati FINA CA certifikat kao Trusted Root CA (Certificate Authority).
2. Podesiti Adobe Reader za Citanje i provjeru autenti¢nosti Root CA.

1. Instalacija FINA CA certifikata kao Trusted Root CA

FINA-in Trusted Root CA mozete preuzeti s HT-ove stranice za eBill uslugu ili direktno sa sljedec¢eg
link-a: http://rdc.fina.hr/CA/RDCca.cer.

Pri pokretanju link-a dobit ¢ete sljedeci zaslon:

File Download - Security Warning

Do you want to open or save this file?

MHame: RDCca.cer
Type: Security Certificate, 1,07KB

From: rde.fina.hr

Wi

Open ] [ Save ] | Cancel

i 2 While files from the Intemet can be useful. this fle type can
\ I'j, potentially harm your computer. If you do not trust the source, do not
= open of zave this software. What's the rizk?

Na tom zaslonu odaberite Open i dobit ¢ete sljedeéi zaslon.

Certificate EEx

General | Details | Certification Path

®,
Certificate Information

This certificate is intended for the following purpose(s):

+All issuance policies
«All application policies

Issued to: RDC

Issued by: RDC

Yalid from 21.7.2003 to 21.7.2023
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Na tom zaslonu odaberite Install Certificate... i tada éete dobiti sljedeci zaslon:

Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps vou copy certificates, certificate trust
lisks, and certificate revocation lists From wour disk to &
certificate skore,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ko establish secure network.
connections. & certificate store is the system area where
certificates are kept.

To continue, click Mext,

Cancel |

Na tom zaslonu odaberite Next i dobit ¢ete sljedeci zaslon:

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, o vou can specify a location for

{* Aukomatically seleck the certificate store based on the kvpe of certificate:

" Place all certificates in the Fallowing stare

Zerhificate stare:

Ercwse. .. |

< Back I Mext = I Cancel

Na zaslonu odaberite Next i dobit ¢ete zaslon:
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Certificate Import Wizard x|

Completing the Certificate Import

‘ Wizard

You have successfully completed the Certificate Impott
wizard.

You have specified the Following settings:

Certificate Store Selected  Automatically determined by t
Conkenk Certificate

< | ©H

< Back I Finish I Cancel |

Na ovom zaslonu dovoljno je odabrati Finish pri emu se dobiva sljedeéi zaslon:

Security Warning x|

'j You are about to install a certificate from a certification authority (CA) claiming to represent:
-

'
RDC

Windows cannot validate that the certificate is actually From "RDC", You should confirm its origin by contacting "RDC", The Following number will assist
wou in this process:

Thumbprint {shal): 4C4BEDF2 A80764C1 FEDCE1AF DE370FS0 307404812
\Warning:
If wou install this root certificate, Windows will automatically trust any certificate issued by this CA. Instaling a certificate with an unconfirmed

thumbprint is & security risk, IF vou click "Yes" you acknowledge this risk.,

Do you wank to install this certificate?

Na ovom zaslonu odaberite Yes ¢ime ¢e se instalirati FINA Root CA u Vas Certificate Store.
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2. PodeSavanje Adobe Reader-a

Potrebno je otvoriti Adobe Reader i nakon $to se otvori Adobe Reader potrebno je odabrati na
izborniku Edit pa onda Preferences. Nakon toga dobiva se sljedeéi zaslon:

x

Categories:

Docurments
Full Screen
General
Page Display

30 & Multimedia
Accessibiliy
Acrobat.com

Farms

Identity

International

Inkernet

Javascript

Measuring (200
Measuring (300
Measuring (Geo)
Multimedia (legacy)
Mulimedia Trust (egacy)
Reading
Search

Security (Enhanced)

i~ Digital Signatures

[¥ Werify signatures when the document is opened

I wiew documenits in preview document mode when sigring

Advanced Preferences. .. |

Appeatance

Mew. .. |
Edit. . |
Duplicate |
Delete |

[ Security Setkings
™ Load security settings from a server

Setver Setkings

uRL: |

Settings must be signed by: Inllow Any Certificate

I|

Spelling

Tracker

Trust Manager Check every: € ieek & Wonth pdate Wov |
Uniits 2 Weeks 3 Months ¥ fisk before instaling

%

Cancel |

Na zaslonu Preferences s lijeve strane, oznacavamo kategoriju Security te zatim odabiremo tipku
Advanced Preferences...pri Eemu dobivamo zaslon:

Digital signatures Advanced Preferences 1[

Werification | Creatipn  Windows Integration |

[v Enable searching the Windows Certificate Store For certificates other than wours
Trust ALL rook certificates in the \Windows Certificate Store For the Following operations:

¥ alidating Signatures

|v #alidating Certified Documents:

1, IF either of these options are selected content from companies that have certificates installed in
Windows mav be treated as trusted content, Care should be taken in enabling this feature.

[ 1]

Cancel

Help |
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Na zaslonu Digital Signatures Advanced Preferences odaberemo karticu Windows Integration i
oznaCavamo tj. stavljamo kvacice na svim ponudenim poljima:

e Enable searching the Windows Certificate Store for certificates other than yours;

o Validating Signatures;

o Validating Certified Documents.

Nakon toga dva puta odaberemo tipku OK kako bismo pospremili izmijenjene postavke.
Ukoliko postoje otvoreni Adobe Reader zasloni potrebno ih je zatvoriti radi napravljenih izmjena.

Provjera ispravnosti izvrSenih akcija

Nakon toga mozemo otvoriti digitalno potpisani dokument. Ukoliko su sve akcije prema prethodnim
uputama ispravno prosle, dokumentu ¢e, na panelu Signatures, biti poruka Signed and all signatures
are valid i pojavit ¢e se veca zelena kvacica. Na ovaj nacin sigurni ste da je digitalno potpisani
dokument stvarno potpisan od strane T-HT-a (T-HT se vidi u retku Reason: HT — Digitalno potpisani
racun).

B 31bc11a3-c129-4ead-8a9f-flea2a84937a[1].pdf - Adobe Reader =10l x|
File Edit WYiew Document Tools ‘Wwindow Help *x
ﬁ #‘j v | @j 1 j10 13,4% = Find -

@ Signed and all signatures are valid,

Ig Signatures

= &

= Rey, 1: signed by e-racun <e-racun@t-com.hr =

[ Signature is valid:
Document has not been modified since this signature was applied
Signer's identity is valid
[= Signature Details
Certificate Details...
Reason: HT - Digitalno potpisani radun
Laocation: Zagreb
Last Checked: 2009.02,10 14:44:49 +01'00"
Field: Signaturel {invisible signature)
Click to wiew this version

fo
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Ukoliko iz nekog razloga instalacija certifikata ili podeSavanje Adobe Reader-a nisu uspjesno prosili ili
ako dokument nije potpisan valjanim digitalnim potpisom, nakon otvaranja digitalno potpisanog
dokumenta, u panelu Signatures, stajat ¢e da digitalni potpis nije prepoznat te se time ne moze jamditi
njegova vjerodostojnost.

B 31bc11a3-c129-4ead-8adf-flea?a84937a[1].pdf - Adobe Reader ] 4
File Edit Wew Document Tools ‘window Help x

=YL S [ o o [ - "

@,' Ak least one signature has problems.,
P

|§ Signatures
/M Jb . Validate All

= '5_-'{ Rev. 1: Signed by e-racun <e-racun@t-com.hr >
[= Signiature walidity is unknown:
Document has not been modified since this signature was applied
Signer's identity is unknown because it has not been included in your list of trusted identities and none of its parent certificates are trusted identities
[= Signature Details
Certificate Details. ..
Reason: HT - Digitalno patpisani racun
Location: Zagreb
Last Checked: 2009.02.10 14:23:56 +01'00°

Field: Signaturel {invisible signature)

Click bo wiew this version

Napomena:

Upute su radene na Windows XP ra¢unalu s Adobe Reader-om 9. Manje izmjene u tekstu i
slikama su mogucée ovisno o verzijama softvera koji se koristi kod Vas.

6/6



